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Modern Cryptography: Note on Methodology

* Arecipe for a secure system:
* (1) Define how it should work for the honest participants
* (2) Define what you mean by “secure”

* (3) Give an algorithm and prove that it satisfies the definition of security
* Usually, this proof requires some computational assumptions, such as P # NP

* |Is this obvious?
* Yes, in hindsight!
 Earliest cryptography research (prior to 1980) didn’t do this

* First examples: Goldwasser-Micali 1982 definition of security for encryption
e They won the Turing award for this in 2012

* Why is this important?
e Can’tjust say “look, it works!” You have to prove that it can’t be broken.



Cy4yacHa Kpuntorpadia: MeToa0a0riA

 dopmyna besneyHoi cMctemum:
* (1) Bu3HauTe, AK Ue Ma€ NpaLoBaTh ANA 3aKOHHUX YY4aCHUKIB
e (2) Bu3HauTe, WO BM MA€ETe Ha yBa3i Nia, «b6e3neyHmnm»
* (3) ONUwWIiTb anropuT™m i A4OBEAITb, L0 BiH 3a0BO/IbHAE BU3HAYEHHA be3nekun
e 3a3BMYal ANA LbOro A0Ka3y NOTPIOHI AeAKi 064ncatoBanbHI NpUNYLLEHHSA, HanpuKknag, P # NP

 MoX»nunBo, Uue m o4eBNAHO?
* Tak, ornAagatoumncb Hasaa,!
* HanpasHiwi gocnigeHHs Kpuntorpadii (4o 1980 poky) uboro He pobunmn
* Mepuwi npuknagmn: longsaccep-Mikani 1982 Bu3HauyeHHA be3nekn ana WndpysaHHA
* ¥ 2012 poui BOHU OTpMUManm 3a ue npemito TropiHra

* Yomy Le BaXKIMBO?

* He moxHa npocTo cKasaTu: «MoamsitTbes, Ue npautoe!» B NnoBUHHI AoBeCTH, WO BaLly
CUCTEMY HEMOXKJ/IMBO 31aMaTM.



Example: secure encryption

KeyGen
* (Symmetric-key) encryption system: / \
* KeyGen algorithm selects a key K P Encrypt © - Decrypt P -

* Encrypt(key K, bit b) -> ciphertext c
* Decrypt(key K, ciphertext c) -> bit b

* Honest participants need to recover the message, i.e.: V b € {0,1} and
V K, if ciphertext c was output by Encrypt(K,b), then Decrypt(K,c)
outputs b

e This was step 1 in our recipe: we have defined how the system must
work for the honest participants! Now the hard parts: steps 2 & 3.



Example: secure encryption

KeyGen
* (Symmetric-key) encryption system: / \
* KeyGen selects a key K ~ b Encrypt € Decrypt P -

* Encrypt(key K, bit b) -> ciphertext c
* Decrypt(key K, ciphertext c)-> bit b

* Define what we mean by secure: BusHaute, wwo € «6e3neyHictb»

* Intuition: to the adversary, Encrypt(K,0) looks the same as Encrypt(K,1)
Ona npotneHuKa, Encrypt(K,0) surnagae tak camo, Ak Encrypt(K,1)
* Who is the adversary? XTo Halw NPOTUBHUK?
* What are the adversary’s computational resources? AKki B Hboro obumcatoBanbHI pecypcu?
* What are its input and outputs? AKi B HbOro BxiaHi Ta BUXiAHI AaHI?

* How does the adversary interact with other system participants? Ak npoTUBHMK B3aemMO/|€ 3
iHLUMMM Y4aCHUKaMU CUCTEMN?

 What does it mean to “look the same”? LLlo 3HaunTb BUrNAgaTH Tak
camo/oaHaKoBO?



Who Is the Adversary? XTo0 Hall MPOTUBHUK?




Who Is the Adversary?

 What are the adversary’s computational resources?
AKi B HbOro ob4ncnoBabHI pecypcu’?
* Think worst-case! laBante gymaty npo Hauripwmm snnagok!

* Traditional complexity-theoretic approach: we have a security parameter A.
The honest participants run in time that’s fast in A. The adversary can take any
polynomial time in A. The adversary can be a probabilistic algorithm.
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* Other approaches: concrete security, e.g. think of the adversary as a circuit of
a large specific size.




Who Is the Adversary?

 What are its input and outputs? AKi B HbOro BxigHi Ta BUXiAHI AaHi?
* Think worst-case! E.g., adversary knows everything except key K and bit b.
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Who Is the Adversary?

* How does the adversary interact with other system participants? Ak
NPOTUBHUK B3AEMO/IE 3 iIHLUMMM YHAaCHUKAMMN CUCTEMMN?

* Think worst-case! The adversary observes the system long-term, controls
many of the inputs. MNpPOTUBHMK A0Bro cNOCTEPIrae 3a CUCTEMOLO, KOHTPOJTHOE
6araTo BXigHUX AaHUX. Jlx
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Who Is the Adversary?

* How does the adversary interact with other system participants? Ak
NPOTUBHUK B3AEMO/IE 3 iIHLUMMM YHAaCHUKAMMN CUCTEMMN?
* Think worst-case! The adversary observes the system long-term, controls
many of the inputs. MpoTMBHUK A0Bro cnocTepirae 3a CUCTEMOK, KOHTPOJIHOE
6araTo BXigHUX AQHMUX.

black boxes/oracles for encryption and
decryption
YOPHi CKPUHbKK/OpaKynn

Encrypt(K, 1%, [) Decrypt(K, 1%, [J) A" W1dPYyBaHHA TS AewndpyBaHHs




Who Is the Adversary?

* How does the adversary interact with other system participants? Ak
NPOTUBHUK B3AEMO/IE 3 iIHLUMMM YHAaCHUKAMMN CUCTEMMN?

* Think worst-case! The adversary observes the system long-term, controls
many of the inputs. MNpPOTMBHUK AOBro CNOCTEPIra€ 3a CUCTEMOLD, KOHTPOHOE

6araTo BXigHUX AQHMUX.

Encrypt(K, 1*, [J)
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Decrypt(K, 1%, [J)

AN

Cq

32

decryption query
3anuT Ha AewndpyBaHHA



Who Is the Adversary?

* How does the adversary interact with other system participants? Ak
NPOTUBHUK B3AEMO/IE 3 iIHLUMMM YHAaCHUKAMMN CUCTEMMN?
* Think worst-case! The adversary observes the system long-term, controls

many of the inputs. MNpPOTUBHMK A0Bro cNOCTEPIrae 3a CUCTEMOLO, KOHTPOJTHOE
6araTo BXigHWUX AQHUX.

Query phase Encrypt(K, 1500) | ¢ Decrypt(K, 1%, ()
)
dasa 3anuTy AN AN

decryption query
3anuT Ha AewndpyBaHHA




Who Is the Adversary?

* How does the adversary interact with other system participants? Ak
NPOTUBHUK B3AEMO/IE 3 iIHLUMMM YHAaCHUKAMMN CUCTEMMN?
* Think worst-case! The adversary observes the system long-term, controls

many of the inputs. MNpPOTUBHMK A0Bro cNOCTEPIrae 3a CUCTEMOLO, KOHTPOJTHOE
6araTo BXigHWUX AQHUX.

Challenge phase [Eneypt(K 25T ¢ Length of m is denoted [m|
da3a BUKJ/IUKY A ‘ We require that |mg|=|m;]|




Who Is the Adversary?

* How does the adversary interact with other system participants? Ak
NPOTUBHUK B3AEMO/IE 3 iIHLUMMM YHAaCHUKAMMN CUCTEMMN?
* Think worst-case! The adversary observes the system long-term, controls

many of the inputs. MNpPOTUBHMK A0Bro cNOCTEPIrae 3a CUCTEMOLO, KOHTPOJTHOE
6araTo BXigHWUX AQHUX.

Query phase 2 [EneypH{GILENT ¢ Decrypt(K, 1%, [J)
R
dasa 3anuTy 2 N AN

decryption query ¢ #c
3anuT Ha aewundpyBaHHs




Who Is the Adversary?

* How does the adversary interact with other system participants? Ak
NPOTUBHUK B3AEMO/IE 3 iIHLUMMM YHAaCHUKAMMN CUCTEMMN?

* Think worst-case! The adversary observes the system long-term, controls
many of the inputs. MNpPOTMBHUK AOBro CNOCTEPIra€ 3a CUCTEMOLD, KOHTPOHOE

6araTo BXigHWUX AQHUX.
Output phase

BuxiaHa ¢da3a




Who Is the Adversary?

* How does the adversary interact with other system participants? Ak
NMPOTUBHUK B3AEMO/IE 3 IHWNMM Y4aCHUKAMM CUCTEMMN?

* Think worst-case! The adversary observes the system long-term, controls

many of the inputs. NMpPOTUBHMK A0Bro cNOCTEPIrae 3a CUCTEMOIO, KOHTPOJTHOE
6araTo BXigHUX AQHMUX.

 Summary: in the worst-case scenario

* The system is set up with a key K chosen using KeyGen(1*)

* Adversary A(1*) runs in polynomial time in A and can query Encrypt(1*,K,.) and
Decrypt(1*, K,.) to its heart’s content

* Adversary produces two challenge messages, m, and my, of the same length
 Adversary receives a challenge c <- Encrypt(1*,K,m,)

* Then A can query Encrypt and Decrypt some more

* Finally adversary produces an output




Who Is the Adversary? What Is Security?

* How does the adversary interact with other system participants? Ak
NPOTUBHUK B3AEMO/IE 3 iIHLUMMM YHAaCHUKAMMN CUCTEMMN?

* Think worst-case! The adversary observes the system long-term, controls

many of the inputs. NMpPOTUBHMK A0Bro cNOCTEPIrae 3a CUCTEMOIO, KOHTPOJTHOE
6araTo BXigHUX AQHMUX.

 Summary: in the worst-case scenario parameterized by bit b
* The system is set up with a key K chosen using KeyGen(1*)

* Adversary A(1*) runs in polynomial time in A and can query Encrypt(1*,K,.) and
Decrypt(1*, K,.) to its heart’s content

* Adversary produces two challenge messages, m, and my, of the same length
 Adversary receives a challenge c <- Encrypt(1*, K,m,)

* Then A can query Encrypt and Decrypt some more

* Finally adversary produces an output

 What does it mean to “look the same”? LLlo 3Ha4YuTbL B/ P
camo/oaHaKoBO? ’

* Adversary’s output is the same in case b=0 as in the case b=1
BuXia nboTUBHUKA vV BUNnaakyv b=0 Takum camuvum. 9k i v sun. b=1




What Does Security Mean? Lo € be3nekoto?

 What does it mean to “look the same”? LLlo 3HaunTb BUIALATY TaK
camo/oaHaKoBO?

* Adversary’s output is the same in case b=0 as in the case
b=1 / Buxia npoTUBHMKA TaKKUM camuiny Bunagky b=0iy
BMNaaKy b=1

* That’s too strong a requirement: what if A always just outputs the ciphertext

c? Lle HaaTo cyBopa BMMmoOra: WO, AKLWo A 3aBXAN NPOCTO BUBOAUTL
3aWNPPOBAHNM TEKCT C?




What Does Security Mean? Lo € be3nekoto?

* What does it mean to “look the same”? Lo 3HaunTb BUAAATU TaK
camo/oaHaKoBO?
* A better approach: measure the probability that A outputs,

say, 0.
Kpawmn niaxia: BUMipATM MMOBIPHICTb TOTO, WO A BUBeAe, CKaXXiMo, U.

Po = Pr[A outputs 0 when b=0] = Pr[A suBesne 0 konu b=0]
= Pr[A outputs O when b=1] = Pr[A Busege 0 konn b=1]
Encryption scheme is secure if py=p,



What Does Security Mean? Lo € 6be3nekoto?

* What does it mean to “look the same”? LLlo 3HaunTL BUINIAAATY TaK
camo/oaHaKoBO? a2

* A better approach: measure the probability that A outputs,

say, 0.
Kpawmn niaxia: BUMipATM MMOBIPHICTb TOrO, WO A BUBeAe, CKaXXimo, U.

Po = Pr[A outputs 0 when b=0] = Pr[A suseane 0 konu b=0]
= Pr[A outputs O when b=1] = Pr[A Busege 0 konu b=1]
Encryption scheme is secure if py=p,

* Do they have to be equal? That’s too strong a requirement: with some small
probability, A can guess K and then will be able to distinguish...
Y matoTb BOHU BYTU piBHUMMK? Lle HaaTO cyBOpa BMMOTra: 3 AeAKOH0
HEBENMKOK MMOBIPHICTIO A morKe BragaTtu K, a noTim 3moKe po3pi3HUTM...



What Does Security Mean? Lo € be3nekoto?

* What does it mean to “look the same”?
LLlo 3Ha4YuTb BUrNAAaTM Tak camo/oaHaKoBO?

Po = Pr[A outputs 0 when b=0] = Pr[A susege 0 konun b=0]
p; = Pr[A outputs O when b=1] = Pr[A Busege 0 kKonun b=1]

Encryption scheme is secure if |py- p;| = negligible(\)

* Negligible function: v(4) is a negligible function if for all c there exists A. such
that for all A>A_, v(A) < A¢ Examples: 24, A1°6*, HesHauHa QyHKLA

* Intuition: if in an experiment, an event’s probability is negligible, and you only carry out a
polynomial number of (independent) experiments, you are extremely unlikely to observe
the event happening
IHTYITUBHO: AKLLO B EKCNEePMMEHTI MMOBIPHICTb NOAIT € HE3HAYHOLO, | BU BUKOHYETE NnLLE
NONIHOMIaNbHY KiNbKiCTb (HE3a/1E}KHMNX) EKCNEPMMEHTIB, BU HaBPSA4, YM cnocTepiraTumeTe
LLFO MoAito



What Does Security Mean? Lo € be3nekoto?

e What does it mean to “look the same”? #
LLlo 3Ha4YuTb BUrNAAaTM Tak camo/oaHaKoBO? \a

Po = Pr[A outputs 0 when b=0] = Pr[A susege 0 konun b=0]
p; = Pr[A outputs 0 when b=0] = Pr[A Busege 0 kKonun b=1]

Encryption scheme is secure if |py- p;| = negligible(\)

* This is called “indistinguishability,” and Goldwasser and Micali won
the Turing award for formulating this definition back in the 1980s
Lle Ha3nBa€eTbCA «HEepPO3pi3HEeHHA», | f[onaBaccep i Mikani oTpumanu
npemito TropiHra 3a dopmyntoBaHHA LbOro Bn3HavyeHHA B 1980x poKax



What Does Security Mean? Lo € be3nekoto?

INIANL
TVDIW OIATIS
43SSVMAIOD 1HVHS
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®Developed the Goldwasser-Micali cryptosyste
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What Does Security Mean? Lo € be3nekoto?

e What does it mean to “look the same”? #
LLlo 3Ha4YuTb BUrNAAaTM Tak camo/oaHaKoBO? \a

Po = Pr[A outputs 0 when b=0] = Pr[A susege 0 konun b=0]
p; = Pr[A outputs O when b=1] = Pr[A Busege 0 kKonun b=1]

Encryption scheme is secure if |py- p;| = negligible(\)

* This is called “indistinguishability,” and Goldwasser and Micali won
the Turing award for formulating this definition back in the 1980s
Lle Ha3nBa€eTbCA «HEepPO3pi3HEeHHA», | f[onaBaccep i Mikani oTpumanu
npemito TropiHra 3a dopmyntoBaHHA LbOro Bn3HavyeHHA B 1980x poKax



Back to Our Recipe for Secure Encryption
Ha3aa 40 Hawol POPMYIM CTBOPEHHSA Be3neyHoro WmndpyBaHHA

* Arecipe for a secure system:
* (1) Define how it should work for the honest participants -- DONE
* (2) Define what you mean by “secure” -- DONE
* (3) Give an algorithm and prove that it satisfies the definition of security — TODO

 dopmyna besneyHoi cMctemum:
* (1) BU3HauTe, AK Le Ma€E NpaLLoBaT A1A 3aKOHHMX YYACHUKIB -- 3pobaeHo
* (2) BUu3HauTe, WO BM MAETE HA yBa3i nia, «be3neyHmm» -- 3pobaeHOo

* (3) ONUwWiTb anropuT™m i AOBEAITD, LLIO BiH 3a40BO/IbHAE BU3HAYEHHA Be3nekun -- NoTpibHOo
3pobuTH

* Usually, this proof requires some computational assumptions, such as P # NP

3a3BMYan ANA LbOro AoKa3y NoTpibHi AeaKi 0buncntoBanbHi NPUNYLLEHHA,
Hanpuknag P # NP



Why Assumptions Are Necessary / HYomy noTpibH]

NMPUNYLWEHHA ?
* Suppose P = NP

* Then after some number of queries, the adversary will find the key K / Toa
nicnA NeBHOI KiNbKOCTI 3annUTIiB NPOTUBHUK 3HanAae Kawod K

* How? Homework exercise!

* Hint: the adversary asked encryption and decryption queries, and received answers.
He is looking for a key that is consistent with these queries and their answers. Can
you think of a series of yes/no questions about the key K whose answers will enable
him to find it? If P=NP, then all these questions can be efficiently answered (why?)
[MigKa3Ka: NPOTUBHUK CTAaBMB 3aNUTU Ha WNdPYBAHHA Ta AelnPpPyBaHHA Ta
OTPUMYBAB BiANOBIAi. BiH WWYyKaE KAOY, AKMWN Y3rOAXKYETLCA 3 LUMM 3aNUTaMM Ta
BiANOBIiAAMM Ha HUX. YN MOKeTe B NpuaymaTH cepito 3anuTaHb «TaK/Hi» Npo Koy
K, BianoBiAai Ha AKi A03BONATb MOMY 3HaUTKU nMoro? AKwo P=NP, To Ha BCi Ui 3aNUTaHHSA
MOXHa ePpeKTUBHO BiANOBICTK (Homy?)

* As soon as A finds the key K, he can distinguish an encryption of m, from
that of mj;.



What Assumption Is Necessary and Sufficient?
AKe NpUNyLWeHHA € HEOBXIAHUM | AOCTATHIM?

Theorem: Secure encryption exists if and only if one-way functions
exist.

Teopema: be3sneyHe WKPPYBaAHHA ICHYE AKWO i TINbKWU AKLLO iICHYIOTb
OAHOCTOPOHHI QYHKLLT.

What is a one-way function? LLlo Take oAHOCTOPOHHA QYHKLLIA?



One-Way Function (OWF) / OAHOCTOPOHHA QYHKLLIA

* Definition: Let f : {0,1}¢ -> {0,1}") be a polynomial-time computable
function defined for every k. For an adversary A and an integer k,
consider the following experiment: x is picked uniformly at random
from {0,1}%, then A runs on input f(x), and outputs x’. Let Enx be the
event that f(x’) = f(x).

f is a one-way function if for all probabilistic polynomial-time
adversaries A, Pr[E, ] is negligible in k

BusHaueHHa: Hexan f : {0,1}¢ -> {0,1}"k) — dyHKuia, obuncatoBaHa 3a
NONIHOMIaNbHMM YacoM, BU3HAYeHa ANnA KoxkHoro k. 1A npoTUBHUKA
A Ta uinoro yncna k po3rnssHemo HaCTYNHUMN EKCNEPUMEHT: X
BMBUpPaETbCA PiBHOMIPHO BMNaaKkosum ymHom i3 {0,1}, notim A
BBOANTbL f(X) i BUBOAMTL X'. Hexan E, , — Bunagok, wo f(x’) = f(x).

f € 0O4HOCTOPOHHBLOW DYHKLIEID, AKLLO ANA BCiX NONIHOMIAaIbHUX
CYNPOTUBHUKIB A, UMOBIPHICTb Pr[E, ] € He3HauHOO Y K



One-Way Function (OWF) / OAHOCTOPOHHA QYHKLLIA




One-Way Function (OWF) / OAHOCTOPOHHA QYHKLLIA

* Definition: Let f : {0,1}¢ -> {0,1}") be a polynomial-time computable
function defined for every k. For an adversary A and an integer k,
consider the following experiment: x is picked uniformly at random
from {0,1}%, then A runs on input f(x), and outputs x’. Let Enx be the
event that f(x’) = f(x).

f is a one-way function if for all probabilistic polynomial-time
adversaries A, Pr[E, ] is negligible in k

BusHaueHHa: Hexan f : {0,1}¢ -> {0,1}"k) — dyHKuia, obuncatoBaHa 3a
NONIHOMIaNbHMM YacoM, BU3HAYeHa ANnA KoxkHoro k. 1A npoTUBHUKA
A Ta uinoro yncna k po3rnssHemo HaCTYNHUMN EKCNEPUMEHT: X
BMBUpPaETbCA PiBHOMIPHO BMNaaKkosum ymHom i3 {0,1}, notim A
BBOANTbL f(X) i BUBOAMTL X'. Hexan E, , — Bunagok, wo f(x’) = f(x).

f € 0O4HOCTOPOHHBLOW DYHKLIEID, AKLLO ANA BCiX NONIHOMIAaIbHUX
CYNPOTUBHUKIB A, UMOBIPHICTb Pr[E, ] € He3HauHOO Y K



One-Way Function (OWF) / OnHOCTOPOHHA QYHKLLA

* Definition: Let f : {0,1}¢ -> {0,1}") be a polynomial-time computable
function defined for every k. For an adversary A and an integer k,
consider the following experiment: x is picked uniformly at random
from {0,1}%, then A runs on input f(x), and outputs x’. Let Enx be the
event that f(x’) = f(x).

f is a one-way function if for all probabilistic polynomial-time
adversaries A, Pr[E, ] is negligible in k

* More compact notation for the same thing:
f is a one-way function if for ppt A,
Prix <- {0,1}% x’ <- A(f(x)) : f(x’)=f(x)] = negl(k)

Y 1
Event Ep i

Experiment



One-Way Function (OWF) / OAHOCTOPOHHA QYHKLLIA

* More compact notation for the same thing:
Binbll KOMMNaKTHeE NO3Ha4YeHHA A1 TOro Camoro:
f is a one-way function if for ppt A,
Pr[\x <-{0,1}% x’ <- A(f(x),) : f‘(x’)=f(x)'] = negl(k)

|

Experiment Event E,
EKcnepumeHT Bunapgok Ex i



One-Way Function (OWF) / OnHOCTOPOHHA QYHKLLA

* Definition: Let f : {0,1}¢ -> {0,1}") be a polynomial-time computable
function defined for every k. For an adversary A and an integer k,
consider the following experiment: x is picked uniformly at random
from {0,1}%, then A runs on input f(x), and outputs x’. Let Enx be the
event that f(x’) = f(x).

f is a one-way function if for all probabilistic polynomial-time
adversaries A, Pr[E, ] is negligible in k

* More compact notation for the same thing:
f is a one-way function if for ppt A,
Prix <- {0,1}% x’ <- A(f(x)) : f(x’)=f(x)] = negl(k)

Y 1
Event Ep i

Experiment



Why s It Necessary to Assume OWFs?
HYomy HeobxiaHO npunyckatn icHyBaHHA OWEF?

e Secure encryption implies one-way functions.
* The algorithm Encrypt(K,1*,m; random bits R) is a one-way function of K,R
 Why? Homework exercise!

* besneyHe wWndpyBaHHA Nnepenbavyae 0AHOCTOPOHHI GYHKLLT.
* Anroputm Encrypt(K,1*,m; random bits) € ogHocTopoHHbOW dyHKLieto K,m,R
* Yomy? lomawHA poborTa.



Why [s It Sufficient to Assume OWFs?
HomMy 0OCTaTHbLO NpunycKkaTu icHyBaHHA OWF?

e Can construct (symmetric) secure encryption from one-way functions.
Mwu 3Haemo, AK nobyaysaTtu (cMumeTpunyHe) 6e3neyHe WnppyBaHHA 3
OAHOCTOPOHHIX QYHKLIN

* Roadmap / nnan:

* Construct a pseudorandom generator from a one-way function
byayemo ncesaoBmnaakoBum reHepatop i3 OWF

e Construct a pseudorandom function from a pseudorandom generator
byayemo ncesaoBmnaakoBy GYHKLHO 3 NCEBAOBMNAAKOBOIO reHepaTopy

e Construct a block cipher from a pseudorandom function
byayemo 610KoBUI WINPP i3 NCEBAOBUNAAKOBOI PYHKLLT

* Construct secure symmetric encryption from a block cipher
byayemo besnevyHe cumeTpuyHe wmndpyBaHHA 3 6IOKOBOTO WNdpy



Warning: This is not how it works in practice
[lonepeaXeHHA: y peaibHOMY KUTTI Lle He TaK

* In practice, the cryptography research community spent decades on
directly constructing a block cipher / Ha npaktuui npotarom baratbox
AecATUANITb CNiIBTOBAPMUCTBO AOCNIAHMKIB KpunTorpadii po3pobasano
6nokoBUM WINPP, HE NPOXoAAYM LUX eTaniB

* Culminated in the design of AES, the advanced encryption standard
KynbmiHaui€to ctana po3pobka AES, nepenoBoro ctaHaapTy WndpyBaHHA

» Standardized by the National Institute of Standards (NIST), USA
CtaHaapTu3oBaHo HauioHanbHMM iHcTUTYyTOM cTaHaapTis (NIST), CLUA

(I just visited NIST and reviewed their work as part of a National Academy of
Sciences study. Let me tell you, these people are AMAZING.)
(A wonHo Biasigana NIST i nepernanyna ixHo poboTy B paMKax A0CNiAKEHHA
HauioHanbHOT akagemii HayK. [103B0O/IbTE MEHI CKa3aTn Bam, LLO UA
opraHizauia YYI0BA.)

https://www.nationalacademies.org/our-work/assessment-of-the-national-institute-of-standards-and-technology-nist-
information-technology-laboratory-itl



https://www.nationalacademies.org/our-work/assessment-of-the-national-institute-of-standards-and-technology-nist-information-technology-laboratory-itl
https://www.nationalacademies.org/our-work/assessment-of-the-national-institute-of-standards-and-technology-nist-information-technology-laboratory-itl

Why [s It Sufficient to Assume OWFs?
HomMy 0OCTaTHbLO NpunycKkaTu icHyBaHHA OWF?

e Can construct (symmetric) secure encryption from one-way functions.
Mwu 3Haemo, AK nobyaysaTtu (cMumeTpunyHe) 6e3neyHe WnppyBaHHA 3
OAHOCTOPOHHIX QYHKLIN

* Roadmap / nnan:

* Construct a pseudorandom generator from a one-way function
byayemo ncesaoBmnaakoBum reHepatop i3 OWF

e Construct a pseudorandom function from a pseudorandom generator
byayemo ncesaoBmnaakoBy GYHKLHO 3 NCEBAOBMNAAKOBOIO reHepaTopy

e Construct a block cipher from a pseudorandom function
byayemo 610KoBUI WINPP i3 NCEBAOBUNAAKOBOI PYHKLLT

* Construct secure symmetric encryption from a block cipher
byayemo besnevyHe cumeTpuyHe wmndpyBaHHA 3 6IOKOBOTO WNdpy



Why [s It Sufficient to Assume OWFs?
HomMy 0OCTaTHbLO NpunycKkaTu icHyBaHHA OWF?
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Pseudorandom Generator: Definition
lceBoOBMMNaAKOBUM FTEHEPATOP: BU3IHAYEHHA

* |[dea: An algorithm G takes as input a (short) k-bit seed s and outputs
a (long) 2k-bit string R that looks random

e What does “look random” mean? How do we define it?



Pseudorandom Generator: Definition
lceBoOBMMNaAKOBUM FTEHEPATOP: BU3IHAYEHHA

* |[dea: An algorithm G takes as input a (short) k-bit seed s and outputs
a (long) 2k-bit string R that looks random

e What does “look random” mean? How do we define it?
 INDISTINGUISHABILITY!



Pseudorandom Generator: Definition
lceBoOBMMNaAKOBUM FTEHEPATOP: BU3IHAYEHHA

* Let G : {0,1}¢->{0,1}%¢ be an efficient algorithm that is defined for all
k. G is a pseudorandom generator if for all ppt A, |pg a(k)-py a(k)| is
negligible, where

Pealk) = Pr[s <- {0,1}; R=G(s); b<-A(R) : b=0]
pualk) =Pr[  R<-{0,1}%; b<-A(R) : b=0]



Theorem: It OWFs exist, then PRGs exist [HILL]



Towards a PRG from a OWF f: {0,1}*>{0, 1}k

e Attempt #1: Algl

Braw random x <= {0, 1} outpUER =X f(X)1(Note: ° denotes concantenation)

* Does it work?
No: to test if R = x°y is the output of Algl, check if y = f(x)



Towards a PRG from a OWF f: {0,1}*>{0, 1}
e Attempt #2: Alg2

Let B : {0,1}%->{0,1} be a function such that, on input f(x), no ppt A can guess
B(x) non-negligibly better than with probability 2. More formally: for all ppt A,
|pe alk)- 7% | is negligible, where pg A(k) = Pr[x <- {0,1}%; b <- A(f(x)) : b= B(x)]

Such a function B is also known as a “hardcore bit,” aka Goldreich-Levin bit.

(Same Levin, originally from Dnipro, as in the Cook-Levin theorem that SAT in
NP-complete.)

Alg2: Draw random x <- {0,1}*, output R = f(x) ° B(x)

 Does it work?

Not quite: (1) output of Alg2 is only k+1 bits long
(2) f(x) does not necessarily look random!

(3) does B even exist? YES: Goldreich-Levin theorem (see book)



Towards a PRG from a OWF f: {0,1}*>{0, 1}

* Attempt #3: Alg3

Let f be a one-way permutation. If x is uniformly random, then f(x) is as well
Let B: {0,1}<->{0,1} be a hardcore bit of f

Draw random x <- {0,1}¥, output R = f(x) ° B(x)

 Does it work?

It’s better than Alg2: (1) output is still only k+1 bits long
But now (2) f(x) is random!



Towards a PRG from a OWF f: {0,1}*>{0, 1}k

e Attempt #4: Algd = Blum-Micali PRG

Let f be a one-way permutation. If x is uniformly random, then f(x) is as well
Let B : {0,1}*->{0,1} be a hardcore bit of f

e Does it work?

Yes. Proof by “hybrid argument” — series of experiments in which some bits of R are
computed as here, and other bits are truly random.

(If we had another lecture we would use it to study the hybrid argument! Fundamental
to cryptography research.)



Towards a PRG from a OWF f: {0,1}*>{0, 1}k

e Attempt #4: Algd = Blum-Micali PRG

Let f be a one-way permutation. If x is uniformly random, then f(x) is as well
Let B : {0,1}*->{0,1} be a hardcore bit of f

 BUT: Only works if f is a permutation — does not work for a general OWF.
Why? Problem-solving session on Tue: show that f(f(x)) may be a constant function!



Towards a PRG from a OWF f: {0,1}*>{0, 1}k

e Attempt #5: HILL (very high-level explanation)

Let f be a one-way permutation. If x is uniformly random, then f(x) is as well
Let B : {0,1}x->{0,1} be a hardcore bit of f

High-level idea: HILL construct the function g such that the following is a PRG:

Fix public parametersr., ..., r
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Pseudorandom Function: Definition
lceBaoBMNaAKOBA QYHKLIA: BU3IHAYEHHS

e Let F: {0,1}kx {0,1}*-> {0,1}* be an efficiently computable function
defined for every k

Intuition: the output of a pseudorandom function looks like the
output of a truly random function. Like “genie in a box” that, in
response to a query x, selects a truly random string y.

Formally: Fis a pseudorandom function if for every ppt A, | pg a(k)-

Prang alK) | is negligible, where pg (k) and prang a(k) are the probability
A outputs O experiments 1 and 2 respectively (in the next slide)



Pseudorandom Function: Definition
lceBaoBMNaaKoBa GYHKLIA: BU3IHAYEHHSA

* Experiment 1: querying F * Experiment 2: querying Rand
pick seed s <- {0,1} pick a truly random function Rand
interact with Adv: interact with Adv:

Output >




Theorem: Given a PRG, we can construct a
pseudorandom function (PRF) [GGM = Goldreich,
Goldwasser, Micali]



GGM Construction

e Given a PRG G : {0,1}x->{0,1}2% let F be defined as follows:
Let Gy(s) denote the first k bits of G(s), G,(s) denote the next k bits

For a bit string x, integer i, let bit(x,i) be the ith bit of x
prefix(x,i) be the i-bit prefix of x
prefix(x,0) = € (the empty string)
prefix(x,k) = x
LSB(x) be the least significant bit of x




GGM Construction

We let s, =s and s,, = G,(s,). The value of f(0107---0,) = 85,6y, 18
obtained at the leaf reachable from the root (labeled s) by following the path
0103 -+ + Oy.

(o) 5o
Ldbdk

For example, f;(001) = soo1 = G1(s00) = G1(Go(50)) = G1(Go(Go(5))).

Figure 3.5: Construction 3.6.5, for n=3
151




GGM Construction — Proof of Security

* Wish to show: If Adv can distinguish Experiment 1 with the GGM PRF
from Experiment 2, then G is not a PRG

* Proof idea: two-dimensional hybrid argument — change the
experiment so that
dimension 1: the seeds at increasing depth are truly random
dimension 2: the first set of queries are answered using random
seeds that sit deeper.

* (This is cool, but we don’t have time to see it ® )
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Block cipher, aka as pseudorandom permutation: Definition
bhokosun wndp abo nceBaoBMNaAKOBa MePecTaHOBKA: BU3HAYEHHS

* Let P:{0,1}*x {0,1}%-> {0,1}* be an efficiently computable function
defined for every k, such that P1(K,) is also efficiently computable

Intuition: just like a pseudorandom function, but it’s a permutation,

and you can query it in both directions. Indistinguishable from a truly
random permutation that’s a “genie in a box.”

Notation: E, denotes P1(K,:), while D, denotes P1(K,)

* See book’s Section 3.7 for formal definition and construction
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How to encrypt using a block cipher

AK 3aWMPpyBaTV 33 4ONOMOroto 6,J10KOBOro

 CBC mode (no longer used, some issues...) — HW problem is to break & fix it
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Public-Key Encryption From OWFs?

* No! Impagliazzo’s worlds:
* Algorithmica: P=NP. Heuristica: almost the same
e Pessiland: P does not equal NP, but OWFs don’t exist
* Minicrypt: OWFs exist, but PK encryption does not
* Cryptomania: PK encryption and beyond

* Cryptomania — next lecture


https://www.quantamagazine.org/the-researcher-who-explores-computation-by-conjuring-new-worlds-20240327/

Digital Signatures From OWFs?

* Yes. We will also talk about this in our next lecture.



Reading

e Use Goldreich’s book “Foundations of Cryptography, Part 1” for general
reference

* Read 2.4.2, 2.4.3, and 2.2.4 for Wednesday.



Homework: work on it with Illia tomorrow, hand
it in before Wednesday’s class

* (1) Prove that if P=NP, then encryption is impossible (slide 26)

* (2) Prove that Encrypt(K,1*,m; random bits R) is a one-way function of
K,R. (Hint: m can be a fixed message, known to the adversary; for
example, you can use the all-0 string for m.)

* (3) Suppose fis a OWF. Design a OWF f’ such that f’(f’(x)) = 0% for all x
* (4) Suppose G, and G, are PRGs. Is G'(s) = G4(s) XOR G,(s) a PRG?
* (5) Suppose F(s,x) is a PRF. Is F(x,s) a PRF?

e (6) Why doesn’t the CBC mode encryption scheme satisfy the definition
of security? How do you construct an encryption scheme that does?



